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University Rule 4-0041: Network Security Rule Rev. 0

I. Purpose and Scope

A. The purpose of this Network Security Rule is to protect the Universi

Information Assets and Information Systems within its network, ap@*o protect

supporting network infrastructure.

Univ

B. This Rule supports section |, titled Network Security, of ity o

Information Security Policy 4-004.
Il. Definitions

For the purposes of this Policy and any associated Regul s, these words and

phrases have the following meanings:

A.

storage, processing, or transmitting of any University data or Information Asset.

ce — A Server, Workstation, Mobile Device, medical device, networking
ra or other monitoring device, or other device/resource that is

] by the University or used to conduct University business regardless of
p; b) connected to the University's network; and/or c) that is creating,
sing, maintaining, or transmitting Information Assets and used for electronic

storage, processing or transmitting of any data or information.

E. Server - Hardware and software and/or Workstation used to provide information

and/or services to multiple Users.
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F. User — Any person, including students, staff, faculty, permanent and temporary
employees, contractors, vendors, research collaborators, and third party agents,
who accesses any University Electronic Resources, Information Systems, and/or
IT Resources.

Il. Rule
A. Network Controls

To protect the University from threats and to maintain

Information Systems, Electronic Resources, Users

1. The operational responsibility for

separated from computer operatio

trols will be implemented

ential data passing over public

Service Agreements

. The University will identify and include required security features, service
level expectations, and network security management requirements in all

network services agreements.
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2. Network services include network connection provisioning, private network
services, and managed network security solutions such as firewalls and

intrusion detection and prevention systems.

3. Both in-house and outsourced services must be captured in these

agreements

C. Network Segregation

defined by a risk assessment, and protecte
1. Logical network domains, such a
a. Internal network domains

b. External network d

ity, such as:

ormation Assets stored or processed on the network
d. Data classification
e. Data value

f. Business impact



The University of Utah Regulations Library

3. The network security perimeters will be implemented via an installed security
gateway between interconnected networks, configured to:

a. Control access and information flow between the domains

b. Filter traffic between the domains

c. Block unauthorized access
4. Network Connection Controls

a. Where technically feasible, the University wi

ing controls for its network as defined by

[Note: Parts V-V, i d all other University Regulations) are Regulations
Resource Informati of which are not approved by the Academic Senate
re to be updated from time to time as determined

t Policy Officer and the Institutional Policy Committee, as

TBD

B. Procedures


https://regulations.utah.edu/general/1-001.php
https://regulations.utah.edu/general/rules/R1-001.php
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Policy 4-004 Procedures

C. Guidelines

TBD

D. Forms

E. Other Related Resources Material
V. References

A. 45 C.F.R. 164: Health Insurance Portability and
Security and Privacy

Act

B. Family Educational Rights and Privac
12329)

C. Eederal Information Securit ct of 2002 ("FISMA", 44 U.S.C. §
3541)

4-003: World Wide Web Resources Policy
I8V 5-111: Disciplinary Actions and Dismissal of Staff Employees
J. Policy 6-400: Code of Student Rights and Responsibilities

K. Policy 6-316: Code of Faculty Rights and Responsibilities


https://uofu.box.com/v/Procedures
http://www.gpo.gov/fdsys/pkg/CFR-2011-title45-vol1/pdf/CFR-2011-title45-vol1-part164.pdf
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://www.dhs.gov/federal-information-security-management-act-fisma
http://csrc.nist.gov/publications/PubsSPs.html
https://regulations.utah.edu/administration/3-070.php
https://regulations.utah.edu/it/4-001.php
https://regulations.utah.edu/it/4-003.php
https://regulations.utah.edu/human-resources/5-111.php
https://regulations.utah.edu/academics/6-400.php
https://regulations.utah.edu/academics/6-316.php
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L. Pub. 111-5, Division A, Title XIll, Subtitle D: Health Information Technology for
Economic and Clinical Health Act (HITECH Act)

M. Omnibus HIPAA Rule: 45 CFR Parts 160 and 164 - Modifications to the HIPAA
Privacy, Security, Enforcement, and Breach Notification Rules Under the

HITECH Act and the Genetic Information Nondiscrimination Act; O
Modifications to the HIPAA Rules; Final Rule

VI. Contacts
A. The designated contact Officials for this Policy are:

1. Policy Owner (primary contact person for
Information Security Officer, 801-213-3397

. Chief

These officials are designateg ity President or delegee, with

assistance of the Institutie i ) ee, to have the following roles and

whom the President or a Vice President has delegated such authority for a
specified area of University operations. The Owner has primary responsibility for
maintaining the relevant portions of the Regulations Library.... [and] bears the
responsibility for determining -requirements of particular Policies...." University
Rule 1-001-1lI-B & E


http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/hitechact.pdf
http://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf
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VII. History
A. Current version: Revision 1, effective date: April 4, 2016
Approved by Academic Senate: May 4, 2015

Approved by Board of Trustees: May 12, 2015

Background information for this version





